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A B S T R A C T

This scoping review aims to identify trends in studies related to children’s online safety education facilitated by 
digital technologies. The review is guided by the five-stage framework developed by Arksey and O’Malley. We 
searched in four electronic databases: ERIC,Web of Science, Scopus, and the Association for Computing Ma
chinery (ACM). The studies identified in the search were independently reviewed by two authors using the 
PRISMA checklist for scoping reviews and the Rayyan software. Following the study’s inclusion and exclusion 
criteria, we incorporated 34 papers into the scoping review. Our analysis revealed a growing number of 
educational technologies designed for children’s Internet safety education over the years. Among various ap
proaches, game-based learning emerged as the most popular method for delivering educational content within 
the broader domain of online safety education for children. The majority of the studies focused on children aged 
11–14 years old, with sample sizes ranging from 6 to 976 child participants. Additionally, intervention-based 
research designs were the most frequently employed methodology. Our study advances the knowledge base 
on technology-based education in online safety training of children by mapping the literature of this field and 
unveiling the trends over the past decade. These insights can shape future research directions in online safety 
education and inform the educational technology industry.

Introduction

Digital technologies are an integral part of children’s daily lives 
which presents both opportunities and risks for them. While not all 
online risks may necessarily lead to harm (Livingstone, 2013), it is still 
crucial to equip children and young people with the necessary knowl
edge and skills to navigate the digital world safely and responsibly 
(Cortesi et al., 2020). Digital-based learning is a well-established way to 
encourage safer online behaviour among children and young people. 
Information and communication technologies (ICT) provide various 
resources and learning platforms to transmit educational content. Ac
cording to Zhang-Kennedy & Chiasson (2022), digital and multimedia 
education tools can be defined as educational content that utilizes 
multiple modes of communication, which includes various elements 
such as text, images, audio, animation, video, and interactive features.

Defining key terms in this realm is essential to understanding online 
threats that children and young people may encounter. Various termi
nologies have been used to describe different types of online threats. 
‘Cyber Security’ and ‘Online Safety’ are two standard terms to describe 
actions to prevent and reduce online threats. Understanding their dif
ferences is crucial in online and digital technology contexts. In recent 
years, scholars have increasingly considered cybersecurity from a wider 
perspective. For instance, Schatz et al. (2017) noted that traditional 
definitions of cybersecurity have been limited to technical aspects, dis
regarding the broader socio-technical systems in which these technol
ogies operate. They described cybersecurity as the strategies and 
measures executed by organisations and governments to manage secu
rity risks, ensuring the confidentiality, integrity, and availability of data 
and digital assets in cyberspace.

Cybersecurity is increasingly acknowledged as a multifaceted 
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discipline that encompasses technical, legal, ethical, and policy aspects 
(Schatz et al., 2017). Von Solms and Van Niekerk (2013) emphasize the 
necessity of safeguarding entire digital environments, which include 
networks, computers, and data, against cyber threats, unauthorized 
access, and potential harm. This more comprehensive view of ’cyber 
security’ involves the protection of both informational and 
non-informational assets for individuals and communities.

Online safety is another common term for protecting individuals 
from harm or danger on the internet. Online safety refers to minimising 
online risk and harm, and it involves individual behaviours and prac
tices to stay safer online behaviour for both adults and children. In this 
context, Hartikainen et al. (2019) indicated that ‘threat’ pertains to 
anything that can exploit an existing flaw and cause some ‘harm’, 
intentional or unintentional. On the other hand, ‘harm’ is a recognisable 
negative consequence that can be measured objectively or subjectively 
through self-report. Livingstone and Smith (2014) define harm in the 
context of online risks as a probabilistic outcome, which is not inevitable 
for every encounter with online risk. They suggest conceptualising on
line risks as affording harm, where harm depends on various contin
gencies. Kimpe (2019) takes a comprehensive approach, emphasizing 
the importance of safeguarding personal and sensitive information and 
being aware of and mitigating various online risks like cyberbullying, 
identity theft, and exposure to inappropriate content. This underscores 
the significance of digital literacy and responsible online behaviour. By 
practising positive online behaviour, children and young people can 
decrease their risk of harm and increase their self-efficacy and resilience. 
While there is some overlap between cybersecurity and online safety, 
this study uses the terminology of online safety to align with the liter
ature on education regarding internet harms.

Children are a vulnerable segment of society. For instance, cyber
bullying, misinformation and risks associated with artificial intelligence 
(AI) (Campbell et al., 2025) are some of the recent online risks towards 
children and young people in recent years. To tackle these risks and 
avoid harmful consequences, studies show that online and digital-based 
education is as effective as offline education (Pei & Wu, 2019).

As children engage more with online digital platforms, it is crucial to 
adopt relevant and engaging online safety education in order to protect 
them from online risks and harms. Digital technology plays a crucial role 
in improving online learning experinces. A recent systematic review by 
Zhang-Kennedy & Chiasson (2022) studied 119 tools designed to 
educate non-expert end-users on cyber security awareness. The review 
found that digital games, films and animations, games, learning mod
ules, and comics are commonly used tools for delivering educational 
messages. However, it is important to note that this study focused 
exclusively on digital technology tools designed for the adult popula
tion, not children. The literature also demonstrates that studies’ per
spectives may vary slightly depending on their focus and goals. For 
instance, a systematic review of cybersecurity awareness research for 
children by Quayyum et al. (2021) found that most education programs 
for children primarily address risks such as privacy concerns, cyber
bullying, and exposure to inappropriate content, including pornog
raphy. This suggests that studies focus on online harm rather than 
empowering children with broad internet safety skills to combat online 
harm. Furthermore, experts argue that online safety education should be 
integrated into established, evidence-based risk-prevention programs 
for associated offline risks, such as sexual health, well-being, and mental 
health (Finkelhor et al., 2021).

Current study

Researchers are keen on exploring digital based technology in online 
safety education from various angles, including their effectiveness and 
usability (Ghazinour et al., 2019; Nicolaidou & Venizelou, 2020). 
Examining these tools involves analysing their impact and assessing how 
well they facilitate learning and understanding the complex cyber threat 
landscape (e.g., Nicolaidou & Venizelou, 2020). This study highlights 

key trends and gaps in the literature that use digital technologies to 
educate children on online safety. Overall, the literature suggests that 
digital technology can be used effectively in children’s online safety 
education to promote positive online behaviour and ensure their safety 
in the digital world (e.g., Giannakas et al., 2019). While various reviews 
(whether systematic or scoping) exist on online safety education, a 
significant gap exists in the literature concerning a specific focus on 
children. Accordingly, this scoping review aims to bridge this gap by 
identifying trends in studies related to children’s online safety education 
using digital technologies. Scoping reviews are well-established for 
exploring topics beyond the effectiveness or impact of interventions, 
making them particularly valuable for integrating literature from 
diverse fields (Peters et al., 2015). Systematically analysing and map
ping current trends in studies conducted on children is crucial because it 
addresses a distinct and highly vulnerable demographic and reveals the 
strengths and weaknesses of this field of study.

Specifically, this scoping review addresses two primary research 
questions: a) What digital technologies are currently being utilised to 
educate children about online safety? b) What are the opportunities and 
challenges of digital technology-based research in enhancing online 
safety education for children?

It is important to note that this scoping review focuses on studies 
related to general online safety education rather than specific online 
harm, such as cyberbullying. It provides an overview of the research 
landscape on the role of information and communication technologies 
(ICT) in advancing youth’s online safety skills. The study offers several 
valuable contributions, including synthesising 34 documents on chil
dren’s online safety education and making recommendations for re
searchers, educators, and educational industries.

Method

This study aimed to gain a better understanding of existing literature 
on digital technology trends in children’s online safety education. To 
ensure transparency and accuracy in our research, we have registered 
our scoping review protocol on (AsPredicted #107292). We have 
employed the methodological framework introduced by Arksey and 
O’Malley, (2005) to conduct a scoping review. The framework consists 
of five key stages: identifying the research question, locating relevant 
studies, selecting appropriate studies, organising the gathered data, and 
summarising and reporting the findings. Throughout the process, we 
have adhered to the PRISMA Extension for Scoping Reviews guidelines 
to ensure transparency in our reporting (Liberati et al., 2009; Moher 
et al., 2009; and Tricco et al., 2018).

Search strategy and data sources

In November 2022, the first author searched four databases: ERIC, 
Web of Science, Scopus, and the Association for Computing Machinery 
(ACM), using English as the filtering language. The four databases were 
selected through a group discussion among the authors, as they provide 
coverage of indexed journals about children and education. The litera
ture search utilised various keywords that can be divided into four 
concepts: 1) children, 2) online safety, 3) education, and 4) technology 
(Table 1). Within every category, keywords were combined through the 
Boolean operator “OR,” and each category was combined with the 
others through the conjunction “AND.”

Selection of the studies

The inclusion criteria allowed for the selection of studies that met the 
following conditions: 1) addressed online safety education with a digital 
component; 2) focused on children under 18 years old; 3) were written 
in English; 4) were peer-reviewed studies, dissertations, or conference 
proceedings; 5) were published from 2013–2022 (due to a significant 
technological shift in online education over the previous decade) and 6) 
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were empirical studies (qualitative, quantitative or mixed method). 
Studies were excluded from the scoping review if they: 1) pertained to 
educational interventions that solely utilised offline methods; 2) per
tained to educational interventions that addressed only a specific aspect 
of online harm/safety (e.g., cyberbullying, grooming, identity theft); 3) 
were not written in English; 4) were not peerreviewed; 5) were pub
lished before 2013 and 6) were not empirical studies.

Included studies

After a literature search, 2548 studies (Fig. 1) were found and 
uploaded to Rayyan, a web-based software platform for systematic re
views (Ouzzani et al., 2016). Following this, 103 duplicate studies were 
identified and subsequently removed from the list. 2445 studies were 
then independently screened by their titles and abstracts by the first two 
authors based on the predetermined inclusion and exclusion criteria. Of 
these, 2402 papers were excluded and did not meet the inclusion 
criteria. This process resulted in 43 relevant papers, read in full text and 
then selected independently by both authors. Of these, 21 studies were 
excluded due to various reasons, including not being an educational tool 
(n = 5), involving a nudge mechanism (n = 3), lacking the use of digital 
technology (n = 2), not presenting empirical research (n = 3), focusing 
on digital citizenship (n = 2), addressing cryptography (n = 1), dis
cussing monitoring apps (n =1), dealing with social media literacy (n =
1), duplicating a thesis that was already included (n =1), having no full 
text available (n = 1), and not being specifically intended for children (n 
= 1).

Therefore, a total of 22 papers met the inclusion criteria. Further
more, to increase the likelihood of identifying relevant studies (Horsley 
et al., 2011), we screened the reference lists of the 22 papers mentioned 
above by title. In total, we assessed 32 papers from these sources for 
eligibility, with 12 of them meeting our inclusion criteria. Consequently, 
our analysis comprised 34 studies conducted between 2014 and 2022. 
Any disagreements regarding the selection of these papers were dis
cussed and resolved between the first two authors during a Zoom 
meeting.

Data charting and analysis

The purpose of analysing and charting data in a scoping review is to 
summarise and disseminate research findings and identify gaps in the 
existing literature. Below, we outline the data charting and analysis 
process in detail. All information from each included study was sys
tematically recorded in a spreadsheet in Excel for further review and 
analysis. In order to effectively categorise and summarise the final ar
ticles in our research study, we utilised 14 key characteristics adopted 
from the literature. These characteristics align with the objectives of this 
scoping review. These characteristics included the authors’ names, title, 

year of publication, origin, aim, sample size, sample age, sample gender, 
research design, type of assessment, designed program, technological 
tool, name of educational product, and main findings. To streamline the 
recording of this data, the first author created an Excel spreadsheet and 
conducted the charting data. Pilot testing of the form on a small number 
of studies was conducted to ensure it captured all necessary information 
and was easy to use. Throughout the extraction process, one reviewer 
was involved in line with group discussions and provided progress re
ports to the wider research group. In the event of any charting diffi
culties, the research group was consulted, and any issues were resolved 
during our weekly research meetings. After the compilation of charting, 
cross-checking against the original studies was conducted to verify the 
accuracy of the extracted data. This process ensured a thorough and 
reliable analysis of the data.

Finding

Study characteristics

Appendix 1 provides the details and characteristics of the included 
studies, including aspects such as the author(s), publication year, 
research aims, design, participants, and key findings. The review un
veiled a considerable increase in the number of relevant studies in recent 
years investigating the role of digital technology in children’s and 
youth’s online safety education. About 61 % of the reviewed papers 
were published between 2019 and 2022 (n=21), while 13 were pub
lished between 2014 and 2018. Most studies were conducted in Western 
societies, with only two conducted in low-middle-income countries 
(Namibia) (see Fig. 2). Nine studies did not specify their origin. The 
included studies in our research have used three types of study design: n 
= 17 used quantitative methods (e.g., Baciu-Ureche et al., 2019; 
Ortega-Barón et al., 2021; Zahed et al., 2019), n = 10 used qualitative 
methods (e.g., Hardin & Dalsen, 2020; Hartikainen et al., 2019) and n =
7 have explored mixed methods (e.g., Chattopadhyay et al., 2022; 
Zhang-Kennedy & Chiasson, 2016). A diverse range of research methods 
was used. Of these, 20 studies opted for intervention-based approaches 
to test program efficacy as a standalone approach or combined with 
methods such as feedback evaluation (e.g., Maqsood et al., 2018; Usoro 
et al., 2016). Another approach, i.e., co-design, was adopted in six 
studies (e.g., Zhao et al., 2022; Mikka-Muntuumo & Peters, 2021; Ray
nes-Goldie & Allen, 2014; Bergen et al., 2019).

Opportunities of digital technology in online safety education

According to this scoping review, various digital technology ap
proaches have facilitated and enhanced children’s online safety educa
tion. Game-based learning was the most common educational approach 
to transfer online safety material to children (n=15). It was imple
mented in various methods, for instance, as a mobile application (e.g., 
(Giannakas et al., 2019; Lazarinis et al., 2020), as a web-based learning 
tool (e.g., Maqsood et al., 2018; Nicolaidou & Venizelou, 2020), as a 
simulation (Cardoso et al., 2022) or a computer game (Raynes-Goldie & 
Allen, 2014). Educational apps were also created (n=5) (Chattopadhyay 
et al., 2022; Zinkus et al., 2019). For example, Podila et al. (2020)
developed an Android app to promote a online safety mindset among 
high school students. This app covers various aspects of technical online 
safety and promotes online safety through engaging activities such as 
quizzes and scenarios designed to identify cyber-attacks. For instance, 
Alemany et al. (2020) developed a gamified social network to educate 
children on online safety concepts. Participants in the gamified social 
network demonstrated better online protection than non-gamified par
ticipants. Apart from games, the review studies highlight various 
educational tools for online safety training. The second most common 
type of educational tool found in these studies was apps, which were 
available as both mobile and web applications (e.g., Perenič et al., 2017; 
Zhang-Kennedy et al., 2017). For instance, Zinkus et al. (2019) observed 

Table 1 
Concepts and keywords.

Keyword Search term

Children (child* OR teen* OR young* OR adolescent* OR student* 
OR pupil* OR youth)

Online 
Safety

AND ("internet safety" OR "digital safety" OR "online safety" 
OR "mobile safety" OR "esafety" OR "cybersafety" OR "online privacy" 
OR "digital privacy" OR "internet privacy" OR "internet risk*" OR 
"online risk" OR "digital risk")

Education AND (educat* OR promot* OR teach* OR train* OR tackl* 
OR program* OR prevent* intervention OR combat* OR 
effectiveness OR efficacy OR effect OR efficiency OR acceptance OR 
adoption OR acceptability)

Technology AND (technolog* OR ICT OR game OR helper programs OR 
virtual learning environment OR application OR app OR simulation 
OR automatic OR robots OR chatbots OR software OR automatic 
detection OR AI OR artificial intelligence OR smartphone OR design 
OR mobile)
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that students had some level of online risk understanding in a 
simulation-based web application. Through the intervention, they dis
played a more profound comprehension of online harm. In addition, the 
results consistently demonstrate the effectiveness of digital tools in 
enhancing children’s digital safety skills. For instance, a pre-post study 
conducted by Nicolaidou and Venizelou (2020) provides evidence of the 
effectiveness of web-based learning environments. The reviewed studies 
indicated a positive outcome regarding technology use in digital safety 
education, enhancing children’s awareness (e.g., Alemany et al., 2020; 
Jin et al., 2018; Zhang-Kennedy & Chiasson, 2016). In addition, some of 
these studies have even suggested a positive impact on behavioural 
changes. For instance, a study involving 387 teenagers in the United 
States observed a significant change in children’s online behaviour after 
using their education tool (Alemany et al., 2020). However, it is 

essential to note that the findings across studies are inconsistent 
regarding behaviour change. Some reviewed studies have reported 
limitations in the ability of digital safety education to improve children’s 
online safety practices substantially despite successfully increasing their 
awareness (e.g., Berger et al., 2019). Regarding the teaching method, 
the included studies applied digital learning methods involving inter
personal communication with teachers and peers. For example, Liau 
et al. (2017) discovered that teachers’ and peers’ roles in digital-based 
learning can reinforce Internet safety education. This study high
lighted that direct communication between educators and students and 
exchanging knowledge and experiences in physical educational envi
ronments play a vital role (Liau et al., 2017). This finding aligns with 
Vygotsky’s sociocultural theory, indicating that learning is collaborative 
(Jaramillo, 1996).

Fig. 1. Prisma flowchart: Number of records identified, screened, and included.
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Challenges of digital-based online safety education

Despite the facilitating role of technology in online safety education, 
the discussion on the impact of technology in education, particularly in 
online safety, is a complex issue that requires a balanced and precise 
approach. Regarding online safety, a wide range of topics were discussed 
in the education technologies discussed in the reviewed papers. For 
example, educational technology shows children how to practice safe 
behaviours online, such as not sharing personal information with 
strangers, avoiding contact with unfamiliar individuals 
(Mikka-Muntuumo et al., 2018) and refraining from responding to sus
picious messages or emails (e.g., Cardoso et al., 2022; Lazarinis et al., 
2020; Ortega-Barón et al., 2021), Internet risks were also among the 
safety educational programs (Cardoso et al., 2022; Ortega-Barón et al., 
2021; Qusa & Tarazi, 2021; Bioglio et al., 2019) Few studies examine 
more complex issues regarding internet safety. According to (Finkelhor 
et al., 2021), online safety education extends beyond merely dissemi
nating digital and media literacy skills and providing guidance on pri
vacy protection (Berger et al., 2019). It encompasses a broader spectrum 
of knowledge and practices aimed at cultivating an environment of 
healthy, respectful, and secure interactions in the online domain. 
Intervention studies have been widely used to evaluate the effectiveness 
of digital-based educational materials (Zhang-Kennedy & Chiasson, 
2022). However, many of these studies have not been rigorous enough in 
their evaluation due to high dropout rates (Baciu-Ureche et al. (2019). 
Future research should focus on using more robust methodologies, such 
as randomised controlled trials, and incorporating longterm follow-ups 
to provide a more comprehensive understanding of the efficacy of 
such programs.

Discussion

This scoping review examines research on educational technology 
related to children’s online safety education from 2013 to 2022. This 
research emphasises important areas that need additional investigation 
and policy enhancement to promote more efficient prevention, inter
vention, and educational approaches. This study seeks to fill the gaps in 
the current knowledge base to help create evidence-based methods for 
safeguarding children against online threats. In this section, we outline 
the key findings from this scoping review and emphasise how these 
findings enhance the current understanding of the domain.

Need for defining what is online safety

This scoping review revealed a lack of in cohesive and holistic 
definition of online safety concept. The reviewed studies demonstrate a 
dispersion of approaches in studying and examining the concept of 

online safety and did not provide a clear and concise definition. While 
some studies approached online safety education from a purely technical 
perspective (Chiou et al., 2021), others emphasised more conceptual 
aspects of online safety. This dispersion in the literature can be attrib
uted to the multifaceted nature of online safety education. To effectively 
promote safe online behaviors, online safety education should include 
both technical and non-technical skills and knowledge to address po
tential risks. Given these insights, it is crucial to define online safety 
education clearly and comprehensively, integrating both technical and 
critical elements. This approach will not only assist in the developing of 
impactful online safety education programs and policies but also enable 
the evaluation of their effectiveness. These findings offer a framework 
and a unified definition for online safety in general, as well as specif
ically for online safety education, with a particular emphasis on children 
and young adults.

Game-Based learning as a prominent tool

The review identifies game-based learning as a dominant tool for 
digital education in online safety, engaging children in an interactive 
and immersive learning process (Mikka-Muntuumo & Peters, 2021). 
Despite its potential, it is imperative for further empirical research to 
validate its effectiveness and identify best practices in game design that 
optimise learning outcomes, thereby ensuring that game-based learn
ing’s role in promoting online safety is both impactful and 
evidence-based. Herkanaidu et al. (2021) developed a practical online 
safety awareness education framework for young people in Thailand. 
The findings indicated the role of gamification and active learning 
strategies in delivering online safety awareness. These methods high
lights engaging and effective approches in teaching complex topics like 
cyberbullying and computer security (Hswen et al., 2014). This finding 
aligns with a recent study on 12–14 years of the role of serious games in 
news literacy. The findings indicated that gamified educational re
sources improve students’ ability to assess news credibility and enhance 
their news literacy (see: Capecchi et al., 2024).

One digital education for all

This scoping review also demonstrated that most studies examine 
children homogeneously and neglect differences. Literature suggested 
that researches should focus on identifying which children are more at 
risk of harm and why and designing education based on these specific 
questions (Livingstone, 2013). For instance, our findings highlight a 
significant gap in gender considerations within educational programs 
promoting safe online practices. All included studies have used the same 
educational materials for both genders without considering the differ
ences in how boys and girls engage with digital environments. When 

Fig. 2. Geographical distribution of studies 
Note. Ten studies did not specify the origin where the study was conducted.
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exploring ICT use among young people, age often emerges as a factor 
influencing online risk-taking. Research has found that males are more 
likely to engage in online risks than females, which can lead to greater 
exposure to online dangers (Popovac & Hadlington, 2020; Stamoulis & 
Farley, 2010). Therefore, it is essential to recognise how different gen
ders interact with digital environments when creating educational 
content that addresses online safety, given the gender-specific differ
ences in online behaviour and risk exposure.

Need for rigorous study design

This review has identified some areas for improvement in the 
research conducted on the use of technology in online safety education. 
The review criticises the prevalent use of inadequate research methods 
in this field, which rely heavily on small-scale and qualitative studies, 
thus limiting the generalizability of findings. The need for a more robust 
and quantitative research approach is evident, emphasising the neces
sity for comprehensive studies that can provide more substantial evi
dence to support the development of effective educational technologies 
and strategies for online safety education. From a theoretical perspec
tive, there is a significant gap in the existing literature on developing 
digital educational tools. Most studies do not report any theoretical 
framework for their designs, which results in a fragmented under
standing of the efficacy of educational technology in online safety ed
ucation. It is recommended that established frameworks, such as 
Bloom’s taxonomy, be incorporated to enhance the design and delivery 
of educational content by aligning with pedagogical principles that 
address the specific learning needs of children (Von Solms & Van Nie
kerk, 2013). This finding aligns with previous research, which found 
that many online safety messages lack a clear rationale for their effec
tiveness and do not incorporate proven educational strategies (Finkelhor 
et al., 2021).

Combination of offline and online education together

Most studies explore the use of educational technology in combining 
offline activities with online safety education. The literature suggests 
that integrating internet safety into established programs that address 
related offline harms may be more effective than standalone online 
programs. This is because integrated programs can build on more robust 
evidence bases and address common risk factors. According to a recent 
review, the most effective approach to preventing online harms is 
through integrated and comprehensive programs focusing on offline and 
online risks and dynamics together (Finkelhor et al., 2021).

Fast changes in digital technologies

Online safety education faces a significant challenge due to the rapid 
pace of technological development. Keeping up-to-date skills and 
creating new forms of protection from harm is crucial. While digital- 
based learning can help promote internet safety, it is important not to 
overstate its effectiveness. Some studies suggest ongoing upgrades and 
updates of technologies and content are necessary for their success. For 
example, Cukurova et al. (2019) noted that evaluating the impact of 
technology in education can be difficult due to constant innovation and 
change. Yap and Lee (2020) also emphasised the importance of keeping 
educational resources up-to-date for online privacy, as information can 
quickly become outdated. However, meeting this need for ongoing up
dates can financially burden educational institutions, requiring equip
ment and technical expertise.

Implication

This scoping review has practical and theoretical implications that 
can improve future studies. Most tools included in the review lack a solid 
theoretical foundation to guide their design and implementation. 

Therefore, future studies should prioritise a theoretical and evidence
based approach to create more informed and comprehensive educa
tional content. For example, future studies should investigate the 
potential of game-based learning, exploring different game formats and 
their varying effects on children’s online safety awareness and behav
iour (Jin et al., 2018). Furthermore, the findings of this review offer 
valuable insights to industry stakeholders, enabling them to identify 
knowledge gaps in this field and make informed decisions regarding the 
creation and collaboration of educational technology for children and 
young people. Leveraging the insights from this review can help in
dustries foster innovation in digital technology for children’s cyber 
safety education and make well-considered strategic choices.

Limitations and future directions

This study has limitations that can be addressed in future research. 
One limitation is associated with the nature of a scoping review. We did 
not undertake an extensive synthesis or statistical analysis of the study 
findings. Moreover, it is essential to note that the findings derived from 
our scoping review may only be generalised across some contexts or 
populations. This review’s scope might have been limited to specific 
geographic regions or study designs. Therefore, the relevance of our 
results in broader contexts could be limited. Most of the included studies 
were carried out in Europe and North America. It is crucial to emphasise 
that our analysis was restricted to publications in the English language. 
Therefore, we cannot definitively determine whether non-Western so
cieties have been overlooked in educational research. Our analysis only 
covers a portion of the literature in this field, and we recommend future 
research to investigate technology education and online safety for 
children in languages other than English.

Additionally, our scoping review is grounded in the literature 
available until November 2022. Given the dynamic nature of research, it 
is conceivable that innovative studies and developments have emerged 
after that time frame. Furthermore, our review primarily relies on 
published studies in English, excluding relevant grey literature. Future 
research should incorporate interdisciplinary approaches combining 
expertise from education, psychology, technology, and law enforce
ment, ensuring the development of comprehensive, practical, research- 
based educational technology for children’s online safety training 
(Finkelhor, 2021). In addition, future studies would be more effective if 
they clearly defined the concept of "online safety" to specify their 
research objectives better. Furthermore, over the past two years, the 
consumption of artificial intelligence in the public domain has ampli
fied. This innovative technology is going to change the landscape of 
education, especially for children and young people. by providing fea
tures such as personalised learning experiences and AI-based gamifica
tion to enhance children’s engagement in education. Therefore, it is 
essential for future research to examine how emerging technologies, 
such as artificial intelligence, can be utilised for online safety education 
for children and young people.
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