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Since the events of September 11% 2001 much as been written on how the construction
of the fterrorist threat post-9/11 contributed to the legitimising and use of
extraordinary practices outside of the traditional boundaries of legal and, indeed,
security practice. Much of this literature has focussed on the violation of the human
rights of individuals canght up in the web of practices ranging from extraordinary
rendition to targeted assassination to military intervention. Simultaneously a growing
literature has drawn attention to the low key risk-based institutions and practices that
bave grown up around the War on Terror’ such as the efforts against terrorist
financing, the growing web of dataveillance and the emergence of risk management
bureancracies designed to calculate and manage risks to a tolerable level. This paper
seeks to examine these latter discussions towards the concerns raised in relation to the
less visible practices of counter-terrorism. What are the implications of the construction
of risk-bureancracies that operate on the logic of prevention and risk-management for
our understandings of human rights? What accountability mechanisms are in place
and how do they operate in practice? Given the complex and largely hidden nature of
such regimes, the question of how we can reconcile them with the ideals of democratic
and liberal societies is a pressing one, particularly as such structures once established
may prove to be more long-lasting and have greater repercussions than the more
controversial but visible practices mentioned above.
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| ntroduction

Since the events of September™12001 much as been written on how the
construction of the terrorist threat post-9/11 dbited to the legitimation and use of
extraordinary practices outside of the traditiobaundaries of legal and, indeed,
security practice. Much of this literature has fesed, quite legitimately, on the
violation of the human rights of individuals caugipt in the web of practices ranging
from extraordinary rendition to targeted assasgnato military intervention. This
discourse has viewed the ‘War on Terror as a thteaexisting human rights
standards and regimes and has attempted to atécataalternative view of security
that rejects the position that security somehow atets a restriction of liberty.
Simultaneously a growing literature has drawn aibento the low key risk-based
institutions and practices that have grown up adative ‘War on Terror’ such as the
efforts against terrorist financing, the growing bvef dataveillance and the
emergence of risk management bureaucracies desigredculate and manage risks
to a tolerable levél. This paper seeks to draw connections between these
literatures by examining the human rights implicas of the bureaucratisation of risk
management strategies both at the domestic anchatiienal level in the area of
counter-terrorism. It begins by locating human tsglvithin Ulrich Beck’s concept of
risk and, in particular, the role of globalizationrendering obsolete the sociological
focus on group identities be they class or natiohakill identify some tensions in
Beck's account of individualization as the basis é@smopolitan action and the

practice of risk-management. The paper will them i examine risk-management

! See for discussion Jeremy Waldron (2003) “Secuariiy Liberty: The image of Balanc&he Journal
of Political Philosophyvol 11 No 2 pp.191-210

2 See for example Louise Amoore and Marieke De G¢20i@5) “Governance, risk and dataveillance
in the war on terrorCrime, Law & Social Chang¥ol 43, pp.149-173



strategies in two areas — the Airport and the Maiieet — to examine how global risk
management strategies impact on the everyday rightslividuals.

Beyond individualization: Risk and human rights

Before turning to a discussion of the interactioatween Beck’'s notion of
cosmopolitanism and human rights, we first mustreskl the political context in
which that interaction takes place. We argue thateasing consciousness of risk
propels the proliferation of risk management indastseeking to reduce these risks
that capture the public imagination. Risk managennatustries are well-known in
the financial and business world. In the field avegrnment and regulation, the
emphasis on managing all manner of risk too ha® germeated the main
bureaucratic tools of government. Yet some risksegge dedicated risk
bureaucracies in attempts at better regulationlendgther risks simply do not get the
same attention. This results in a ‘concealed, mesipe, self-politicisation of hazards
in public perception, politics and the hazard buceacy® Beck’s argument suggests
to us that increasingly government departmentsragdlatory agencies are assuming
the form of a ‘risk bureaucracy’ dedicated to fastng and developing risk-based
guidelines to regulate and manage risks.

Despite the ‘growing awareness of the globallyntdenected form of threats,
nation-states still provide key institutional cortt through which these risks are
being constructed as well as regulates Giddens contended, states have and still
are defined by their relative monopoly on admiaistie resources, technical
expertise, bureaucratic intelligence and instingianfluence. It is the very collective

resources of government bureaucracies that Giddessibed as the ‘administrative

3 Ulrich Beck,Ecological Politics in an Age of Ris{GCambridge: Polity),1995, p.12
* Mark Whitehead, ‘Cold Monsters and Ecological lathians: Reflections on the Relationships
between States and the Environme@gography Compasg(2), 2008, p.415



power of the state’.While we accept that there are widely varying \sevf theories
of the state in dealing with new global challenges,are drawn here towards Beck’s
suggestion that states are increasingly having eéeeldp ‘risk bureaucracies’ to
protect their populations from all manner of fisWe are more concerned with the
ways in which risk has been bureaucratised intalledgry guidelines as states
increasingly operate within complex global framekgand engage with governance
networks involving private corporations and civiogps. Risk and safety is seen as
one of the major regulatory growth points for tihegulatory state’ in a risk society
where the government’s role as regulator is advenaito new domains with the
establishment of new risk bureaucracies and raleadnage risk.Comparisons can
be made here with Weber's famous ‘iron cage’ ofebucracy that operated
according to a set of rules and procedures whicdemsense to bureaucrats and
government. Consequently, human life became drbyeefficiency, with ever more
efficient rules devised for problem-solving purp@s@&he bureaucratisation of risk-
based guidelines means however that increasinglyrakes and regulations are built
around risk and the need to assess and reduceatis&r than resolve problems
definitely. We should stress that what Beck enwvisiin the Risk Society is not so
much the demise of states and their regulatory pawRather, he thinks that states
can reinvigorate themselves in the process of magagsk. In this paper we are
concerned with the implications of the emergencetho$ architecture of risk
bureaucracy for human rights. Before turning to nex# the practice of risk
management, though, we first need to address hak Bevisioned the relationship

between the Cosmopolitan condition and human rights

®> Anthony Giddens cited in Mark Whitehead, ‘Cold Mters and Ecological Leviathans: Reflections
on the Relationships between States and the Emagati, Geography Compasg(2), 2008, p.415

® Ulrich Beck,Ecological Politics in an Age of RisRplity, 1995, Chapter 4

" Majone, G, ‘The rise of the regulatory state indpe’, West European Politicd,7, 1994, p77-101



An initial point of clarification is required, pacularly given the close
association of Cosmopolitanism as a normative dissoand human rights in general.
Beck uses the term in a number of specific Walyat are best understood by starting
with what it is he was trying to say with this neencept in Sociology. Beck’s
argument was that contemporary societies have ezhtersecond age of modernity
that challenged the traditional sociological corsepf class and nationalism in
particular. In place of these concepts he arguea feew Cosmopolitanism. There are
two aspects to this Cosmopolitanism, on the oneal ha@ have the ‘Cosmopolitan
condition” and on the other the ‘Cosmopolitan motherhe former is a descriptive
term which in turn justifies Beck’s insistence th@bciology move away from
‘methodological nationalism’, the latter is a rendmn of the normative possibilities
that such a move opens both in terms of our uraleilgtg of society and how we
might transform it. In Beck’s own words:

“In order to unpack cosmopolitanism, we need to enakother important
distinction, namely that between normative-phildéoal and empirical-
analytical cosmopolitanism; or to put it differgntbetween the cosmopolitan
conditionand the cosmopolitamoment®
Thus cosmopolitan-realism, the sociological studyf actually existing
cosmopolitanism, is an analytical term that allawgo re-examine the world without
falling victim to a reliance on ‘zombie’ categorieach as household, class, family,
public as they are conceived within methodologietionalism'® This cosmopolitan-

realism is, then, a necessary but not sufficiemiddemn for seizing the cosmopolitan

moment and transforming society along normativeéggbiphical cosmopolitan lines.

8 For a critical account of Beck’s usage see Calh@uaig (2010) “Beck, Asia and the second
modernity” The British Journal of Sociologyol 61 No 3, pp.597-619

° Ulrich Beck and Natan Sznaider (2010) “Unpackingropolitanism for the social sciences: a
research agenddhe British Journal of Sociologyol 61 No 1, p..386

19 Ulrich Beck(2002) “The Cosmopolitan Society arslfinemies” Theory, Culture and Society Vol 19
No 1-2, p.24



At the root of this is the structural transforroatiof society in the second
modernity away from class based societies towan#s avhere individuals are best
understood as disembedded from traditional so@ain$ and commitments and
instead they

“must produce, stage and cobble together theirbjges themselves”
Thus, the attachments, loyalties and sense ofo$etfdividuals cannot be taken for
granted to break on artificially imposed nationales. Instead individuals find
themselves both temporally and spatially dislocated ultimately are responsible for
relocating themselves within this global or cosmitao reality’? It is in this sense
that methodological nationalism produces ‘zombategories that lead sociologists to
place individuals in pre-existing categories thaamlittle or no resemblance to their
lived experience. It is also within this individisgtion of social experience that Beck
roots his arguments for a cosmopolitan human rigggsne as

“If human rights come to be understood as the rsacgdasis of an increasing

number of individuals’ autonomy, these people wiltel’ that they are

defending the foundations of their own identitiehiew they defend the

importance of human rights for foreigners and gjems. The cultural and

political diversity that is essential to this kinfllife has been slowly elevated to

a central political principle®
It is in this sense that Beck’s claim that humaghts-international law represent a
‘kind of civil religion of modern cosmopolitanisif’ in that international human
rights regimes are a product of the tension betwi#en continued institutional
structure of the state and the increased indivisa@bn of subjects whose lived

biographies transcend arbitrary state lines. Thussnopolitan structural change is the

product of the interplay of the structural consttai of the first and second

1 Beck as quoted in Will Alkinson (2007) “Beck, indlualization and the death of class: a critique”
The British Journal of Sociology Vol 58 No 3, p.352

12 |bid. p351-354

13 Beck & Sznaider, op. cit. 2010 p.392

14 Beck, op cit, 2002 p.37



modernities to produce new institutional structuies Beck puts it in the context of
ecological risks:
“This demonstrates that the everyday experience aafsmopolitan
interdependence is not a mutual lover affair. ikes in a climate of heightened
global threats, which create an unavoidable presswurcooperate. With the
conceptualisation and recognition of threats orosmmpolitan scale, a shared
space of responsibility and agency bridging allaratl frontiers and divides is
created thatcan (though it need not) found political action among
strangers...This is the case when recognition ostiade of the common threats
leads to cosmopolitan norms and agreements andtthas institutionalised
cosmopolitanism*®
Again here we see the interplay of the empiricad aormative aspects of Beck’s
cosmopolitanism. The objective conditions of cosolib@nism create the necessary
conditions for the emergence of an internationah&m rights regime rooted in the
recognition of individual freedom but its realizatiis a product of actual political
struggles in the context of the second modernityckBhimself gives the case of
Western states adopting the banner of human ridbtslegitimise military
interventions as one example of how such a strugglg produce undesirable results.
His solution is that:
“in the spirit of Kant,...a transnational legal ordbe created], which, among
other things, excludes the possibility of intervens being decided and carried
out unilaterally by the hegemonic military powedats allies.*®
Thus Beck’s cosmopolitan realism points towards mtbeognition of international
human rights standards as a desirable institutioraponse to the process of
individualisation in the second modernity. Befouening to map how these human
rights standards are affected by the risk-managewfeterrorism on a global scale
two key issues need to be addressed. First, in saage a recognition of the success

of and a response to the global human rights regimé¢he privatisation of risk

management away from sovereign power and theréfioseme ways bypassing the

5Beck & Sznaider, op. cit., 2010, p.392
1% Beck, op cit, 2002, p.37



existing human rights regime which as Beck state&gainst the sovereignty of
individual states™ Second, to what extent is Beck’s notion of ‘indivalisation’
itself a ‘zombie’ category that impedes our capatot understand the challenges to
contemporary human rights regimes?

Beck is correct to point towards the creation mkinational human rights
regimes as a positive response to the challengheofecond modernity, he is also
correct to highlight the danger that this ‘trangoral humanism can easily turn into a
military humanism'® but one aspect that is less addressed is thet dfffeqyrowing
privatisation of aspects of states roles, whicélfits a response to the cosmopolitan-
condition as well as a deliberate response to pleeiic challenge of global human
rights regimes, has on the practice and proteafohuman rights themselves. De
Londras outlines four developments that have carapdd this matter. First, is the
securitization of world politics after-9/11 thatglemised the restriction of human
rights or even in certain case, as she puts itdddiman rights ‘sacrifice’ in the name
of security*® The second dynamic is the de-statification of seige performance or
put more simply the private operation of soverdigmctions from security provision
to border control. Thirdly, the corporatizationsafvereign performance. Transferring
to corporate entities various sovereign implemésrtamechanisms from prisons to
extraordinary rendition. And finally, the disemboint of human rights by extending
aspects of human rights frameworks to legal persod as companié®.The net
effect of these four developments has been totrasul

“a situation where states have heavy rights-protgctourdens in their

performance of sovereignty but are enabled tolwdfi’ at least some of those
burdens by means of privatisation to corporatidret &are imbued with both

7 bid. p.37

'8 bid. P.37

¥ De Londras, Fiona (2011) “Privatized Sovereigrféterance: Regulating in the ‘Gap’ between
Security and Rights?Journal of Law and Societyol 38 No 1, p.101

2 |bid. p.101-103



human and corporate rights but perform sovereigvitiiout being limited by
the kinds of rights-protection burdens that inhétitte action®!

Thus, states have a line of escape from the imposif human rights regimes which
in Beck’s formulation act against sovereign powand one which we shall see that
has been frequently used. Furthermore, althoughatariactors are regulated in
accordance with human rights obligations:

“that requirement is of little utility where suchiyatisation is undertaken with
the purpose of evading human rights.”

As mentioned above, Beck argues that states tawigerate themselves through the
deployment of risk management strategies. Ironycall this case this reinvigoration
takes the form of the privatization of certain adpeof sovereign performance in
order to evade restrictions on sovereign practigeirternational human rights
regimes. In this way, similar to the practice oblipy laundering®, human rights
violations at the states behest are laundered ghroprivate actors to avoid
repercussions for the sovereign and protectiothenindividual. What is emerging in
the ‘War on Terror’ then is what Beck would terndaformed cosmopolitanism’, as
the cosmopolitan moment is not seized to achiegentrmatively desirable outcome
but instead is used by states to abuse and extemdpower against the individual.
Cosmopolitan realism though is a necessary presgguio adequately capture and
analyse this dynamic.

A second line of escape though goes more to the loé Beck’'s conceptual
model and that is the challenge posed to the camméepe subject or individual at the
base of Beck’s, and others, model of human righta cosmopolitan world by the

emergence of bureaucratised risk-management sgateeck’s concept of rights

2 |bid. p.104

2 |bid. p.104

% See Barry Steinhardt (2004) ‘Three Cheers farimdtional Cooperation’ Eurozine
http://www.eurozine.com/pdf/2005-10-25-steinhardtpelf



building from the individual is fundamentally Kaati in form. One line of criticism
would be to follow Levinas, and argue that Kane#-segarding cosmopolitanism is
flawed in that it relies on mutual recognition atmeérefore is susceptible to radical
discourses of exclusion where the self dehumartisesther, thereby legitimising
violent practice$? However, we'd like to focus on the challenge posedre
specifically to the Beck’s concept of individualisam as the basis for a human-rights
regime in a risk-managed cosmopolitan world. As tioeed above, there has been
much discussion of extreme human rights violaticngh as internment and
extraordinary rendition, howeve as Amoore and dedediave noted:
“The war on terror involves the classification, qatation and analysis of data
on, for example, passenger information and findntiansactions on an
unprecedented scale. These techniques of governaglge heavily on
sophisticated computer technology and complex nnadlieal modelling to
mine data and single out suspicious behavi6ur.”
A straightforward question follows from this, to attextent are human rights regimes
capable of dealing with potential violations offrig that not only may be operated by
the private sphere but also deal not with pre-ggstinitary subjects but rather with
abstract sets of potential risk factors which imntare used to produce risky
subjects’® Insofar as Beck’s subjects remain free to consttheir biographies
uninhibited by such techniques then it is unclefuere the form of resistance to
human rights violations will, or even can, emerglee problem for Beck is that the
same processes of cosmopolitanism that produceidhilisation also challenge the

concept of the unitary universal subject. In a eeBsck is guilty of the crime he

accuses others in sociology of being guilty — ngnibe insistence on the use of

%4 See David Campbell (1999) “The Deterritorializatiaf Responsibility: Levinas, Derrida and Ethics
after the end of philosophy” in David Campbell &dael Shapiro (edd)loral Spaces: Rethinking
Ethics and World PoliticMinneapolis: University of Minnesota Press

% Amoore and de Goede, op. cit., 2005, p.151

% Amoore and De Goede for example deal with the WSI'Vprogramme which they describe as ‘a set
of techniques for regulating mobility, in which yaite risk experts are authorised to identify amgeta
risky persons’. Ibid p.151



categories that may no longer be appropriate insmopolitan moment, in this case
the individual as an agent rather than as a prodiugtobal governance forces. An
alternative approach would be to a take more bibgall line on subjectivity where:
“the self is coerced into existence, not to becamegent but as a mechanism
of control where systems of discourse work fromdesout by creating a self-
regulating subject”
The critical issue here is that Beck, and othecalisses of human rights, focus on
individual autonomy opens up rather than forecldasespossibilities for human rights
violations in a risk society by allowing such vitians the space to escape the human
rights discourse completely by not targeting indi)ls per se but instead shifting the
debate to depoliticised concepts such as datagtiate In terms of human rights

then, we can draw a parallel to the conventionadehof risk. As Calhoun puts it:

“The basic issue is that while the whole populaidear risks, only some of
their members bear the actual loss and suffefifhg.”

Similarly, all of our rights are under threat thgbuthe growing risk bureaucracy but
only some individuals will bear the full (or anydst of these violations when they
become inscribed on their bodies via extraordinaeypdition, internment or
‘enhanced’ interrogation methods. Thus, just a$itsiyiolation laundering occurs
through the use of private actors so too are vaiat concealed by targeting not
individual humans per se but rather aspects ofr thehaviour recorded in ever
expanding databases of state and private actae. dltke question now turns to what
extent is the above an accurate characterisatidheoperformance of existing risk
bureaucracies and secondly, what transformationthef existing human rights
discourse needs to occur to create both the lamrgaag space to identify, understand

and possibly resist these encroachments.

27 Callero, Paul (2003) “The Sociology of the Seffinual Review of Sociologsol 29, p.118
8 Craig Calhoun (2006) “The Privatization of RigRublic CultureVol 18 No 2, p.260
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Datavelllance at the Airport

Since 9/11, the airport has been recognised astiaatrsite for the intersection
between the emerging global security architectmekiadividual citizens. This is not
only due to the specific nature of the 9/11 attdmkisalso as Salter notes:

“Few sites are more iconographic of both the oppoties and the
vulnerabilities of contemporary globalizatii”

For present purposes, contemporary globalizationhexe be read as a euphemism
for the cosmopolitan-condition. That said, on ctoggxkamination, the emerging
security architecture governing aviation securggimes is emblematic of a deformed
cosmopolitanism rooted in the articulation of stemierests rather than an adequate
response to the cosmopolitan moment. The MNE&ional Strategy for Aviation
Securitycalled for a:
“risk-based, cross-discipline, and global apprdacaviation security*
Similarly, the global private airline trade bodyntdrnational Air Transport
Association (IATA) too recommended a risk-basedragph to setting common
standards,
The next step is for governments to harmonize &-liésed approach to
security.... We need a constant level of vigilanca 1B constantly adjusted to
deal with specific threats or events. To achievg tlie must develop a common
risk-assessment methodolotly.
Indeed, IATA has consistently promoted ‘a risk-lthsg@proach to security among

governments, developing a common risk-assessmetitod@ogy’® The EU has

been engaged in the construction of the first tratisnal aviation security regime

29 Mark Salter, Ed.(2008) Politics at the Airport Maapolis: University of Minnesota Press p.IX

% The White Hous&lational Security Strategy for Aviation Secugction |1, ‘Risk Methodology’,
March 2007 <http://www.dhs.gov/xlibrary/assets/latvspd_aviation_security.pdf> 22 December
2009

31 |ATA Director General Giovanni Bisignani, RemagsMcGill Conference - Aviation Security and
Environment, 15 Sep 2007

32 Giovanni BisignaniCEO Brief October 2007 http://iata.org/NR/rdonlyres/B71D7FEE-622C-
445B-A435-A3B32D115A9E/O/ceoBrief _Oct07.pdiccessed 04 February 2008
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extending to both EU member states and beyonddartembers of the European
Civil Aviation Conferencé® However, these efforts have remained piecemeal and
incomplete in terms of creating a viable standadliand global aviation security
regime. Rather what we see is tensions emergingeleet national and/or regional
jurisdiction over standards, practices and regutati Of particular interest to the
present paper is though the increased use of ‘diffeawce’ to identify risky
individuals and prevent or at least closely monikair use of aviation and the extent
to which this approach opens another line of eséape overarching human rights
standards.

Dataveillance can be defined as the “the proactweveillance of suspect
populations, to identify ‘risky groups of peopledrfthe purposes of ‘targeted
governance.® The techniques deployed range from the technabgicbehavioural
observation by airport security persorineind are focussed on allowing authorities to
break "the individual up into a set of measuratilk factors.*® Much of the legal and
human rights discourse on aviation security regitmes focussed on the (mis)use of
watch lists as the main organ of passenger suame#l with a particular focus on false
positives and the lack of due procdsi the US aviation watch-lists are maintained
by the FBI in their Terrorist Screening Datab¥5&he UN also maintains lists of

suspect individuals and organisations under theiees of the UN’s Al-Qaeda and

¥ See Regulation (EC) No. 2320/2002 and the updaégilation (EC) No. 300/2008 both available at
http://ec.europa.eu/transport/air/security/legiskaten.htm accessed 04 February 260 the ECAC
seehttp://www.ecac-ceac.org/index2.htamd for discussion see Heng and McDonggtk, Global
Governance and Securifyp.120-122

3 Amoore and De Goede, op. cit, 2005, p.151

% See TSA blog: http://blog.tsa.gov/2010/05/tsa-gpogram-still-going-
strong.html?showComment=1274464283131

% Amoore and De Goede op cit, 2005, p.150

37 See for example Fisher, James (2008) ‘What priess dociety have to pay for security? A look at
the aviation watch lists’ iwvillamette Law Review4 pp.573-613

3 |bid. p582
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Taliban Sanctions committee established by UNSC B&73 Largely due to the
relatively arbitrary nature of such lists, probleofstransliteration and a number of
cases of mistaken identity, international governt®iehave increasingly sought
alternatives to the watch list approach. As Beninast noted:

“One FBI agent described the initial screening pescas a ‘massive data dump’

of anybody with a connection to terrorism, whicke tiSC [the Terrorist

Screening Centre at the FBI] has been trying tarclep ever sincé®
Although despite this caveat, the implementatiod affectiveness of such lists is
dependent on the willingness of a variety of csdlciety actors to cooperate with
enforcement!

Of more interest to this paper is the large scalkection and analysis of data on
passengers that has been developed in aviatiorrityecagimes ranging from
requirements for biometric security features onspegs, Passenger name records
(PNR’s), finger printing at border access pointad &ehavioural observation. The
purpose of these data collection and control teghes operate to effectively break
each ‘individual into a set of measurable risk dest*? Increasingly air travellers are
subjected to a dense web of social control as plasg through the variety of security
assemblages both physical and electronic. Despie abvious implications for
Human Rights, as Salter has noted,

“the public imaginary has become fixated on theom@niences of travel and
not on the increased securitization of everydayfif

In particular, by linking these large databasestaiong passenger information to

other law enforcement and intelligence databadewslthe creation and maintenance

%9 UNSC Press Release http://www.un.org/News/Press/8004/sc8102.doc.htm

%0 Colin J Bennett ‘Unsafe at any altitude: the corafime politics of No-Fly lists in the United State
and Canada’ in Mark B Salter (elplitics at the Airpor{Minneapolis: University of Minnesota,
2008), p.68

L Colin J. Bennett, op. cit., 2008, p.71

“2 Louise Amoore and Marieke op.cit, 2005, p.162

3 Mark Salter , op. cit, 2008, p.244
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of profile information for all passengers that entbe system, in some cases
indefinitely. In the US this has taken the shapé¢hefnew US VISIT programme, a
database that links more than 20 existing databagesa view to "weeding out"
criminals and terrorists. Some of the databasé=dinnclude IDENT, the automatic
fingerprint id storing biometric data on all foraigisitors, immigrants and asylum
seekers; ADIS storing entry and exit data; APISrisgp passenger manifest
information; SEVIS storing information on excharae foreign students in the US;
IBIS a watch list linked to Interpol and nationainte data; CLAIMS 3 a database
holding information on foreign nationals claimingnfits "and an array of links to
local law enforcement, financial systems and edaocal records."(Ibid, 162) The
goal of linking such information is to be able tategorise and identify people by
their degree of "riskiness." (lbid, 162) In the BUS demands for greater access to
passenger information was quite contentious. Adtgreriod of negotiations the EU
and the US signed an agreement on the sharing BfSPNth 34 pieces of data to be
shared. However this agreement was struck dowmdyetiropean Court of Justice in
May 2006, and has since been replaced with aninmtand further long term
agreement in July 2007. The amended agreementaede number of elements to
be shared to 19 to comply with EU privacy laws. iEge the data to be transferred
contains quite comprehensive information, as the&&tjbn the topic note that:

"The US Department of Homeland Security (DHSill.filter out and

not use sensitive information, save in excepti@aalkes where life is at

risk. Sensitive information means data revealirgiataor ethnic origin,

political opinions, religious or philosophical bef, trade union

membership or concerning the health or sex lifthefindividual**

Even though EU data protection laws are more rothsst in the US, similar moves

towards the creation of databases and sharingfofmation have been taken. For

“EU FAQ on PNR, op cit.
http://europa.eu/rapid/pressReleasesAction.dotnedeMEMO/07/294&format=HTML&aged=0&la
nguage=ENaccessed 25/01/08
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example the EU data retention Directive, which giwtates until 2009 to comply,
requires the collation and retention of internetl ather communications data for a
period ranging from six months to 2 ye&taVhen coupled with initiatives such as
the proposed moves to an e-border system in thett#probability of an equivalent
of the US VISIT programme emerging is quite highu3 the individual traveller is
sorted based on a variety of risk factors, andtéckedaifferentially based on these
assessments. In the US the most recent developrmahisle CAPPSII (Computer
Assisted Passenger Pre-screening System) and Itimg rmut of ESTA (Electronic
System for Travel Authorization) for visitors fronsa-waiver countrie€® In the EU
passenger profiles were already being checked stgdlifERPOL data and databases
covering donations to proscribed or suspect orgéiniss’’ Despite the serious
privacy implications for these practices, as ndigdalter and mentioned above, the
main complaint from passengers has been about Moessve delays these
innovations have caused. Thus, the individual ity aesistant insofar as their
individualised biography is inconvenienced by tih@ctices of aviation security.

An example of this is the additional security meas introduced at Heathrow
for domestic and Irish travellers transferring froherminal 1 to any of the
international terminals. A photograph is taken e passenger as they re-enter the
airside part of the terminal. This picture is thecrypted and used to check against
the passengers at various security check-pointheys make their way across the

airport. The photograph is then destroyed withirh@drs of the passenger leaving the

“5 Victoria Shannon "Europe's plan to track PhoneNeduse" inThe New York Time&eb 20 2007,
available online atttp://www.spiegel.de/international/0,1518,4674105ml accessed 24/01/08

“6 See for discussion Alenka Kuhelj “The Twilight zoaf privacy for Passengers on International
Flights between the EU & USA” ibC Davis Journal of International Law & Polic38, 2009, pp.383-
436

*" Timothy M Ravich “Is airline Passenger profilingaessary?University of Miami Law Reviewol
62 No 1, 2007, p.50
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terminal?® Unless a passenger actually commits an offend@dninterim then the
process represents nothing more than a minor defayhe other hand while within
the governance structure of the airport the passeisgcontinually surveilled and
controlled in anticipation of a threat. Interestinga number of aviation security
regimes have adopted an incentivisation approaem¢ourage passengers to avail of
bypasses to these additional security measureBeatitport by pre-registering as
essentially ‘non-risky’ individuals. Programmes B&s ‘Secure Flight’ in the US and
‘Privium’ in Schippol airport in the Netherlandseaexamples of thi§ Similarly
Heathrow has run a pilot in conjunction with thévate consultancy Accenture of a
passenger identification system called ‘miSensehe Tsystem uses passenger
fingerprints, iris scans and photographs as biametentity markers to allow access
through the airports security and border conttdnterestingly the justification for the
development of the process is put in terms of ecihgn'passenger experience’. As
BAA head of product development, Stephen Challigs jit:

“With miSense, we are investigating the very latdsthnologies, in

collaboration with airlines and border control aartties, to improve passenger

experience and identity securif%."
Accenture also cite a survey, albeit from a tecbgylprovider, that suggests 90% of
passengers support the use of biometric data eases their passage and reduces
delays at airports. Individuals then are willingdonstitute themselves as non-risky
subjects even if this involves a loss of privacytliey can reduce the minor

inconveniences of airport security checks. The resit® governance of subjectivity

“*8Heathrow Airport, Faq,
http://www.heathrowairport.com/portal/page/HeathfSEGeneral%5EAirport%20information%5EH
eathrow%20security%5EFlying+within+the+UK/72¢c150fa58110VgnVCM10000036821c0a 14
48c6a4c7f1b0010VgnVCM200000357el120a /

“9 Ravich Op. Cit, 2007. p.50

%0 Accenture “miSense Trial Results’ 2008tp://www.accenture.ie/us-en/technology/technology
labs/Pages/success-simplifying-passenger-travetaat-group-heathrow-biometrics-pilot-

summary.aspx
*! |bid
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by the emerging aviation risk bureaucracy is thkeecoming a normalised and
accepted part of air travel with passengers leasaroed about the loss of privacy or
indeed, loss of liberty of others, than they areualconvenience and access. The
guestion now is to what extent are such mechansgpasific to the site of the airport
or are they colonizing other aspects of societgraie.

Dataveillance on Main Street

Understandably, much of the discussion of datami post September "1 has
focussed on the particular architecture of theaatrgfNowhere else is the interaction
between the individual and the bureaucratised @&wttetrorist regime more obvious
and far reaching. However it is worth considerimg what extent the practices
pioneered at the airport can become more widespnesaciety at large. Indeed there
was a time when airport security was either esalytinon-existent or only
selectively applied® Similarly, travelling outside of the West the taologies
familiar to us in the departure lounge are routinelsed in other everyday
circumstances. In New Delhi for example metal detscare to be found at the
doorway of every major hotel, place of worship ahdpping mall and are virtually
uncommented upon. Adding similar technology to mubknsportation networks in
the West has been a recurrent feature of the pgb&t$ecurity debate, with added
urgency after the Madrid and London bombings. Haéd, metal detectors have only
been used on a trial basis on the London tube mktard even then, with a focus on
knife crime rather than terroristi.Bar the extensive spread of CCTV, the visible

architecture of security governance is yet to becaommonplace in Western cities,

2 See Jens Hainmuller and Jan Martin Lemnitzer (003 do Europeans fly safer? The politics of
airport security in Europe and the US™Tiarrorism and Political Terrorisnvol 15 No 1. for
discussion of Germany in this regard.

%3 Sims, Brian (2008) ‘Command Structure’
http://www.info4security.com/story.asp?storyCodet@414&sectioncode=10
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despite this the hidden architecture of dataveskaand bureaucratic controls are
arguably more extensive than is generally assuméed the case.

O’Malley discusses the implications for the shiftechnologically driven and
risk inspired policing methods using the Deleuzeamcept of ‘dividual’ to capture
how the liberal (and risk-cosmopolitan) individuslfragmented into abstract factors
for the purposes of targeted governance and thageament of risk:

“It is risk that is governed ‘through’ the policing my dividual, appropriately

enough because as a property of distributions,d@gs not apply to individuals

so much as to dividuals in the form of those diatproperties of individuals

that are aggregate to form risk podfs”
Although O’Malley was specifically discussing whdte termed ‘simulated
governance’ in relation to traffic offences, wasngsthis to describe a more general
transformation in governance that was, paraphrdsmgault, designed:

“to cause as little disturbance as possible tociheulation of valued bodies,

utilities and things...and this to maximize ‘goog’desired — circulation and

interfere only with ‘bad’ circulatior?®
We can similarly view the variety of structurestateses and practices that constitute
the everyday risk management of terrorism as afsttols, targeted not at the level
of the liberal individual but rather at the ‘diviali aimed at managing the flow of
circulation in specified risk pools be that in terof populations in general or specific
areas such as financial transactions. For exampleei US a series of large databases
have been constructed by a variety of law enforecgéraed security agencies. One
such programme, TALON (Threat and Local Observatidotice) collected

information on thousands of American citizens iveal in anti-war and anti-

government protests and shared this informationssc28 government organizations

* pat O.Malley, (2010) “Simulated Justice: Risk, mp@and telemetric Policing” British Journal of
Criminology 50, p.796
% |bid. p.796-7
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and over 3,500 official®® Although now defunct, the system was not abandaiued
to civil liberty issues but rather because the ageninvolved believed the analytical
value of the data had declingdSimilar systems have been explored in the EU as
means for sharing both identification data and beysocial profiling informatiort®
The potential for such systems to infringe on dibiérties was captured in the case of
a German sociologist, Adrej Holm, who was arrestseda result of a web based
investigation by German authorities that identifschilarities between his work and
the writings of a group known as ‘militante grugp@lthough the charges were lifted
by the German courts due to a lack of evid&hdhis monitoring of open source data
raises serious questions about freedom of speecdheircontext of dataveillance.
Unlike at the airport, where the infringement dbelities is by its very nature
acknowledged and transactional and avoidable, firead of these practices to
everyday governance raises questions about thentetdewhich individuals can
escape these modes of governance and in the coofeleck’s process of
individualisation will even want to so far as itefonot impinge excessively on their
personal biographies.

A more mundane example of this can be found inpttaetices of financial
institutions in the practices relating to ‘Know yowustomer and suspicious
transaction reports (STRs). The roots of thesetipesccan be traced from the bank
clerks desk to the global level via the Financiatidn Task Force (FATF) which has
been responsible for developing new global coutterfinancing of terrorism (CFT)

standards. The approach developed by the FATF depigk-based models as a

%6 Christopher Slobogin, (2008) “Government Data Minand the Fourth Amendmerithe

University of Chicago Law Revievol 75 No 1, p.319

> Collaborative Project (200%urvey of Counter-terrorism Datamining and Rela®edgrammes
Detecter: Detection Technologies, Terrorism, Ethied Human Rights FP7-SEC-2007-217862 p.24-
26

%8 |bid. p.28-9

%9 |bid. p.32-3
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shared regulatory platform for discussion whichnseen the surface at least, to be
providing the new consensus for governance thdttagjigovernance theory suggests is
crucial: Beck’s ‘risk-cosmopolitanism’ and enforcedegration to avert shared risks
come to mind. In practice these standards incluel negulations, surveillance,
detection, increased checks and hurdles for tstrbnancing to cross, in the process
altering terrorist operating capabilities and iniems, and reducing vulnerabilities of
infrastructure. The FATF 40+9 Recommendations, Wwisice characterised above all
by its emphasis on risk: “customer risk profilestisk management systems”;
“operating on a risk-sensitive basis”; ‘lower risktegories’ are concepts liberally
peppered throughoGf. Among others, it recommends legislating to makeotist
financing a crime, allowing freezing of terroriggsats, implementing due diligence
and Know Your Customer (KYC) requirements for bardsd other financial
institutions, establishing a suspicious transastioeporting process, and sharing
financial intelligence with foreign partners byts®j up Financial Intelligence Units
in countries worldwide. Critically, recommendatid4 includes a provision that
financial personnel be legally compelled to note@vto customers that an STR is
being produced on their transactfBrhus customers are unaware of any engagement
with the global Anti Money-Laundering (AML)/CFT regge unless charges are
forthcoming. The influence of the FATF standardseads beyond the various
participating states as indicated by the fact thase Recommendations have been
endorsed by the World Bank (WB) and the Internaiavonetary Fund (IMF) as
benchmark global standards. UN Security CounciloRg®n 1617 in 2005 also

‘strongly urges all member states to implement toenprehensive international

8 FATF, The 40 Recommendatigravailable ahttp://www.fatf-
gafi.org/dataoecd/7/40/34849567.P2P03, accessed 12 Jan 2008

1 Recommendation 14. http://www.fatf-
gafi.org/document/6/0,3746,en_32250379_ 3223692888 1 1 1 1,00.html
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standards’ contained in FATF recommendations. Thisgebased global norms are
now providing a basis for negotiations with a ramjepartners initiated by FATF
attempts to proliferate these common standardsdwade. After all, the FATF'’s core
activities revolved around a need to engage wakedtolders and partners throughout
the world, and to promote global implementationt®ttandards.

Similarly, under the Wolfsberg agreement, all majdernational banks set
global standards for customer identification for AMurposes. Levi suggests these
are not window dressing but rather the alignmenprafcedures is best practice in
organised crime and corruption prevention. Evenugihothese standards are private
initiatives outside legal frameworks, media scrytivas created reputational risks for
banks to consider® This process redeploys commercial risk techniqfiest
pioneered in private financial markets in novel wayrivate data mining companies,
including the British data mining companies Mantasd World-Check, have
developed specialised software tools to be usefinapcial institutions to single out
suspicious transactions. Data are now approachddaaalysed through risk-based
calculative models that aim to identify suspiciotransaction, populations and
unusual activity, producing new spaces for govera&hCritically again customers
are treated ‘dividually,” that is to say their @iféntial treatment is determined by
various risk factors combining objective and bebaxal characteristics to
appropriately sort international financial flows tWween risky and non-risky
behaviour. As with the aviation sector, the linkvieen agencies of the state and the
private sector is crucial to the success of the @&dime, and again investigative
powers traditionally the preserve of the state Haeen transferred to private actors, in

this case banks and other financial institutions.

%2 Levi, M, ‘Lessons for countering terrorist finangifrom the war on serious and organised crime’, in
Biersteker et alCountering the Financing of Terrorismp.272
8 Amoore & de Goede, op cit. 2005 p.177
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Conclusion
In 2002, the science fiction filrvlinority Reportdealt with the issue of ‘Pre-crime’.
The film, set in a not too distant future, examiaeworld where notions of privacy
and risk are radically altered. The protagonishnJAnderton, is part of a police unit
that uses information from three psychic siblingsapprehend murderers before the
crime has been committed. Anderton is a strong eabeoof this system. He also
inhabits a world where biometrics are used by peivampanies to tailor street side
advertisements and shop displays to the indivigaaking and where every aspect of
life is networked into a constant web of surveilanFurther this lack of privacy is
not presented as dystopian nor is it perceivediels by Anderton and his associates.
Only when the psychics report that Anderton himgeljoing to commit a murder is
the protagonist shaken from his complacent faitthensystem and forced to question
the ethics and justice of not only the ‘pre-crimmgstem but the nature of freedom in a
surveillance society. In a similar fashion the pas of dataveillance outlined above
do not yet feature as a politicised aspect of amte@mporary way of life. Additional
security, biometrics, cctv surveillance are allreasingly accepted as the price of
living in a world risk society, with the main debatrelating to the inconvenience of
such matters in our everyday lives. Furthermorehsuractices are to a great extent
optional, and therefore any resistance can sim@lynbt with the response that no-one
is forcing us to engage with these systems. Howas€)’Malley notes:

“It is possible to escape a good deal of the aasettigovernance literally by not

buying into it. However, this escape can be aclievely at the cost of

jeopardizing all those licensed ‘freedoms’ or ‘fleges’ that expose us to the

telemetric monitoring devices immanent in the teaions and circulations of
consumer societie%”

% O'Malley op cit 2010 p804
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Thus the process of individualisation outlined BcB in the second modernity, while
formally granting us the freedom to resist thesehitielogies of governance also
forces us to choose between this freedom and thefibe of modern life — banking,
aviation, even shopping. While individualisationloeates our life narrative away
from traditional concepts of class, family and oatand can lead, as outlined above,
to a cosmopolitan human rights architecture it alseates a situation where those
rights can be eroded from below the level of théiviidual, to that of the ‘dividual’
risk factor. This is not to say that we are facgniptalitarian future but that debates on
rights in a world risk society need to take intea@mt the transformed ways in which
individuality is constituted and disrupted by thegiices of risk governance and to
re-politicise and debate the consequences for prattices for our understanding of
human rights. In other words, we should not watiluhke John Anderton, we are
fingered by the risk governance system and giveh@§és to save our skins before
we challenge the lines of escape that governmexus tsed to evade and launder the

violation of aspects of our human rights.
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